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Contacting Support: 
ITS Help Desk, helpdesk@yu.edu, 800-337-2975 or 646-592-4357, Teams dial 4357 
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Purpose  
 

Yeshiva University (“YU” or the “University”) provides various technology resources, including 

computers,

mailto:abuse@yu.edu
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the University community and expects them to comply with all applicable University 

policies and applicable state and federal laws in accessing these resources.  

No User may use the Technology Resources for the conduct of non-University business, 

including private solicitations. Users may not use the Technology Resources for commercial 

purposes. In addition, Users may not use the Technology Resources to commit any illegal act; or 

harass an individual or organization.  

Notwithstanding the above, Users may use the Technology Resources for Incidental Personal 

Use.  Examples of Incidental Personal Use include using the Technology Resources to:  

• prepare and store incidental personal data (such as personal calendars, personal 

address lists, personal email, personal Internet links and similar incidental  

personal data) in a reasonable manner, provided such use does not conflict with any 

purpose or need of the University.   

• send and receive necessary personal communications through email, however, all 

communication used by a YU-owned email account is owned by YU.  Users have no 

expectation of privacy using YU email or Technology Resources. 

• use computers and smartphones to conduct personal transactions and retrieve 

information of personal interest from the Internet, provided such activity excludes 

prohibited activity (listed in the Internet Access and Use Policy).    

• participate in University-sponsored Internet communities within defined guidelines.  

  

Users are prohibited from using Technology Resources for:  

• viewing, sending or drafting gross, indecent or sexually-oriented materials.  

• visiting gambling sites.  

• visiting illegal drug-oriented sites.  

Using the Technology Resources to commit illegal acts or harass an individual or organization is 

prohibited.  

The University assumes no liability for loss, damage, destruction, alteration, disclosure or 

misuse of any personal data or communications transmitted over or stored on the Technology 

Resources.  YU accepts no responsibility or liability for the loss or non-delivery of any personal 

email communication.  The University reserves the right to suspend or limit privileges as 

required in its sole discretion to protect and operate the Technology Resources. 
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Privacy  

User Privacy   
Subject to applicable law, all information created, sent, or received via the Technology 





REV 2.3  2/15/22 - Page       

 

9 

 

Internet Access and Use  
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ITS reserves the right to periodically review Users’ use of P2P software and activities that have 

been permitted pursuant to such exceptions. 

 

User Responsibility   
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Authorized Access  
Users should not disclose their YU credentials to anyone.  There are no exceptions.  If a legal, 

harassment, or other complaint or charge is made against a specific YU credential, the owner of 

those credentials is liable.  

A common method for hackers to gain access to computer networks is for the hacker to 

impersonate a member of ITS.  The hacker will call a User with a story that they need the User's 

login ID and password.  Members of ITS will never call a User and ask for a login ID and 

password.   NEVER! 

The fact that information stored on the Technology Resources is accessible does not necessarily 

mean that access to it is authorized.  Even when physically able to, Users may not access any 

information other than that which they are specifically authorized to.   

 

Related Policies in this Handbook:  

 

Password Policy  

 

 

Physical Security of Technology Resources  
Users must ensure that they use all Technology Resources (desktop computers, monitors, 

laptop computers, printers, phones, etc.) in a manner consistent with their function and such 

that the possibility of damage and/or loss is minimized.  

Computer equipment (other than laptops and other portable data equipment supplied by the 

University for a User’s use outside of the University’s premises) belonging to the University or 

maintained by ITS may not be removed from the University’s premises without the prior 

written authorization of an authorized representative of ITS.  Without the prior written 

authorization of an authorized representative of ITS, Users may not modify the University’s 

computer equipment in any manner including, but not limited to, attaching external disk drives, 

external hard drives, changing the amount of memory in the computer, and attaching/installing 

any peripheral device, including wireless routers.  Only modifications determined by ITS to be 

necessary for business or academic purposes will be authorized.   

If a User connects their personal computer equipment to the Technology Resources, the User is 

responsible for the security of that equipment.  Any misuse by a User of the Technology 

Resources, whether intentional, negligent, or otherwise, may result in the University denying 

that User access to the Technology Resources.  

See also: Bring Your Own Device (BYOD) Policy 

https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
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Electronic Access Controls  
Except with prior authorization from ITS, a User may not:  

• test or attempt to compromise internal and preventive controls of any Technology 

Resource, such as system configuration files or antivirus parameters; or  

• exploit vulnerabilities in the security of any Technology Resource for any reason, 

including, but not limited to:  

o damaging systems or information;  

o obtaining resources beyond those they have been authorized to obtain; 

o taking resources away from other Users; or  

o gaining access to Technology Resources for which proper authorization has not 

been >D 7>> BD 
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Technology Resources without authorized access;   

• Providing mailbox access to others, except where such access is approved by an officer 

of University;   

• Forwarding or sending copyrighted materials without the author’s permission; or 

• Sending any message that may be deemed to constitute unlawful harassment (including 

sexual harassment). 

 

Personal Use 
Personal use of a University email account is permitted as long as it does not interfere with the 

University’s needs or operations and is otherwise in compliance with University policies.   

 

Ownership and Privacy 
The University owns all University email accounts.  Users do not have a personal privacy right in 

their University email accounts.  Emails may be reviewed and monitored by University 

personnel at any time and for any reason without user permission. 

Security 
Incoming emails are scanned for viruses, phishing attacks and spam, and suspected emails are 

blocked.  However, it is impossible to guarantee protection, and each User must use proper 

care and consideration to prevent the spread of viruses etc.  Attachments that are not expected 

from a known source should never be opened or executed.   

Specifically note emails that arrive and are tagged as coming from external users. Do not open 

attachments or follow links unless you are absolutely sure it is legitimate. 

Passwords 
Each user is responsible for his/her email account, including safeguarding of access, and should 

not share his/her password. 

Questions 
Questions or comments about this Policy should be directed to the Information Security 

division of the University’s Information Technology Services (ITS) department at 

mailto:infosec@yu.edu


/ogc
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